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1 Introduction 
 

Bridgewater Community Healthcare NHS Foundation Trust has a legal 
responsibility to ensure that the processing of personal information relating to living 
individuals is carried out in accordance with the requirements of the Data 
Protection Act 1998 (The Act). 
 
The Act sets out eight key principles, and scheduled conditions that must be met 
before processing personal and sensitive information – see Section 7. 
 
The Trust recognises that there is a need to achieve an appropriate balance 
between an individuals’ right to privacy and the need for the organisation to carry 
out its lawful business function. 

 

1.1      Objective 
 

 The aim of this policy is to show how the Trust will achieve compliance with the Act 
and to raise the awareness of the responsibilities and the consequences of 
breaching the legislation of those who work for or on behalf of the organisation. 

 

1.2  Scope 
  

This policy applies to all person identifiable information processed by or on behalf 
of the Trust. This includes personal/sensitive information concerning service 
users, relatives, carers, permanent or temporary staff, students and volunteers, 
held in manual or electronic format by or on behalf of the Trust and also includes, 
but is not limited to, photographs, images, audio tape, electronic media, microfilm, 
and CCTV. 
 
This policy is applicable to all employees of the Trust, students, temporary staff, 
volunteers and contracted staff. 

 

2 Definitions 
 

The definitions relating to this policy are as follows: 
 

Health Record The Data Protection Act 1998 defines a health record 
‘as a record consisting of information relating to the 
physical or mental health or condition of an identified 
individual made by or on behalf of a health professional 
in connection with the care of that individual’. A health 
record may be recorded in computerised or manual 
form, or in a combination of both. It may include hand-
written clinical notes, letters, laboratory reports, 
radiography and other images i.e. X-rays, photographs, 
videos and tape recordings. 
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The Data Subject An individual who is the subject of the 

Information (service user/patient). 

The Data Controller An organisation that determines the purposes and the 
manner in which personal data is processed 

Fair Processing Notice A notice to a data subject which details who, what, 
when and why of information sharing. 

Subject Access Rights The rights of all individuals to access information held 
by any organisation about them.  Individuals can make 
an application in writing to gain access to information 
held or which is processed about them. 

3rd Party Processor Any person (organisation) processing data 
on behalf of the data controller other than an employee 
of the data controller. 

Caldicott Guardian A clinical Board Member responsible for overseeing the 
arrangements for the use and sharing of clinical 
information. 

Access to Health Records 
Act 1990 

This Act has been repealed to the extent that it affected 
the health records of living service users and is now 
only in force in respect of deceased service users. 
Applies to records created since 1st November 1991. 

Data Protection Act 1998 The Data Protection Act is described as ‘An Act to 
make provision for the regulation of the processing of 
information relating to individuals, including the 
obtaining, holding, recording, use or disclosure of such 
information’ 

Freedom of Information Act 
2000 

The Act to make provision for the disclosure  
of information held by Public Authorities. 

Senior Information Risk 
Owner (SIRO) 

The Board Member who takes on the responsibility for 
information risk within an organisation.   

Information Commissioner’s 
Office (ICO) 

The UK’s independent authority set up to uphold 
information rights in the public interest. 

 

3 Other Relevant Procedural Documents 
 

This policy should be read in conjunction with the following documents: 
 

 Access to Health Policy and Standard Operating Procedure 
 Compliments, Comments, Concerns & Complaints Handling of Policy 
 Confidentiality Code of Conduct 
 Freedom of Information Policy 
 Incident Reporting Policy 
 Information Governance Policy 
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 Information Security Policy 
 Risk Management Policy 
 Corporate and Health Records Management Policy. 

 

4 Roles and Responsibilities 
 

4.1 Chief Executive 
 
The Chief Executive as the Accountable Officer has ultimate responsibility 
for this policy and ensuring that the Trust complies with Government 
Legislation and with its responsibilities as a Data Controller under the Act. 
 
4.2 Caldicott Guardian 

 
The Trust Caldicott Guardian is responsible for the confidentiality of 
person identifiable information as designated in the Caldicott Report and 
for the Information Governance agenda which incorporates Data 
Protection legislation.  This role is held by the Medical Director. 

 
4.3 Head of Information Governance 
 
The Head of Information Governance will be a source of advice and 
expertise in relation to data protection issues within the Trust and as such 
will complete the annual Data Protection Notification and will audit 
compliance with the Act. 
 
4.4 Service Managers 

 

Service Managers will monitor compliance with IG standards within their work 
areas to ensure the culture of IG is embedded within their teams. They will actively 
seek guidance from, and provide feedback to the IG Subgroup. Identified incidents 
or risks within their department will be reported through the Trust incident reporting 
procedures and they will fully cooperate with any subsequent investigation. Service 
Managers will ensure that staff are allowed time to participate in and complete 
designated mandatory IG training. 
 
4.5  Information Governance Sub Group 
 
The Information Governance Subgroup will monitor compliance with the 
Act on behalf of the Board and will receive and report on issues. 
 
4.6 Information Governance Leads 
 
Associate Directors of Operations will nominate IG Leads within each service 
to make provision for subject access requests for information in health 
records in each of the localities on behalf of the Trust. The IG Leads will 
monitor compliance with the subject access provisions and provide reports to 
the IG Subgroup. 
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The IG Leads will monitor the uses of person identifiable information, will 
ensure appropriate measures are taken to comply with data protection 
standards and will provide assurance of compliance with the Data 
Protection Act in the services. 
 
The IG Leads are responsible for conducting, recording and monitoring IG 
risk assessments.    
 
4.7 The Human Resources Department 
 
The Human Resources department will make provision for subject access 
requests to personnel records. 
 
4.8 IT Services & Senior Information Risk Owner (SIRO) 
 
IT services will ensure compliance with the IT Security requirements of the 
Data Protection Act and in particular Principle 7. 
 
The Senior Information Risk Owner (SIRO) will make provision for risk 
assessments of information systems and will mitigate identified risks on behalf of 
the Trust.  This role is held by the Director of Finance. 
 

4.8 Staff 

 
It is the responsibility of all permanent, temporary, contracted staff, students and 
volunteers and third-party contractors to comply with data protection legislation 
whilst working on or behalf of the Trust. 

 

5 Data Protection Act 1998 
 

The Data Protection Act is described as ‘An Act to make provision for the 
regulation of the processing of information relating to individuals, including the 
obtaining, holding, recording, use or disclosure of such information’. 
 
The Act applies to person identifiable information relating to living individuals 
held in manual or electronic format. This will include but is not limited to medical, 
personnel and payroll records. The information may be held in manual or 
electronic files, on portable devices, on microfiche, video, x-rays, emails, may be 
scanned or recorded on audio tape or be photographic images. 
 
The Act requires organisations that process personal information to be 
registered as a Data Controller with the Office of the Information Commissioner 
and to comply with the Act. 
 
Compliance within the Trust will primarily be achieved by adhering to the eight 
Data Protection Principles, processing person identifiable information securely, 
implementing information governance policies and procedures and training. 
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6 Registration 
 

The Trust will review and renew its Data Protection Registration annually with the 
Information Commissioner’s Office. The Trust recognises that failure to comply 
with this process and keep the information up to date is a criminal offence. 
 

7 Application of the Data Protection Principles 
 

 

7.1 Principle 1 - Fair and Lawful Processing 
 
7.1.1  Service Users 
 

The Trust will meet with the requirement of the Act to provide data subjects with 
fair processing notices to explain the uses of person identifiable information. 
These will take the form of leaflets and posters, and will be placed in public 
accessible areas, provided at point of contact and made available on the Trust 
Internet site. 
 

Where appropriate, verbal explanations will be given to service users at point of 
contact before their personal information is used in ways that they may not be 
aware of and their consent will be obtained. 
 

Fair processing notices will inform the service user of: 
 
 The identity of the Data Controller 
 
 The identity of any representative of the Data Controller 

 
 The purpose or purposes for which the data are intended to be processed 

 
 Any other information that is necessary to enable the particular processing 

to be fair. 
 
Guidance on the use of person identifiable information will be provided to staff in 
the form of a Confidentiality Code of Conduct which will be made available on 
the Trust Intranet site and referenced in training. 
 
7.1.2  Staff 
 
Procedures will be in place to notify permanent, temporary, contracted 
employees, volunteers, students of the uses of their personal data. Any changes 
to the processing of the personal information of employees will be communicated 
prior to that change. 
 
7.1.3  Data Processing 
 
Principle 1 requires that the processing of identifiable information is lawful. When 
considering the consent of the individual to the processing of their data the Trust 
will take into account that individuals right to withdraw consent at any time. The 
Trust will: 
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 Obtain personal data from data subjects in a manner that does not 
deceive or mislead them as to the purpose of the data collection 

 
 Provide fair processing notices at the point of data collection 
 
 Ensure that personal data is processed with fairness and in compliance 

with all applicable legal provisions 
 
 Ensure that all personal data processing complies with at least one of the 

legitimising conditions contained in Schedule 2 of the Act 
 
 Ensure that the processing of sensitive personal data is legitimised by at 

least one of the conditions listed in Schedule 3 of the Act. 
 
7.2 Principle 2 – Obtained for one or more specified purposes 
 
The 2nd Data Protection Principle requires the Trust to make known to the 
relevant data subjects the purpose (s) for which the data is required.  The Trust 
will recognise this requirement in relation to the 1st principle – fair processing 
notices. 
 
The Trust will ensure that it does not use the information that it processes in any 
manner that is incompatible with the reason for which it was originally collated 
without seeking the consent of the individual. 
 
The Trust will impose contractual requirements on 3rd parties who process data 
on its behalf, to process data only for the purposes compatible with that specified 
purpose. 
 
7.3 Principle 3 – Adequate relevant and not excessive 
 
The Trust will ensure that its data collection processes are adequate and not 
excessive for the purpose for which the data is collated and that the information 
requested is relevant to the purpose for which it is required. 
 
The Trust will review data collection forms to ensure that information requested 
is adequate relevant and not excessive for purpose. 
 
7.4 Principle 4 – Accurate and up to date 
 
The Trust will have processes in place to check that person identifiable 
information is current and up to date. These processes will be part of the working 
practice of clinics, and departments. 
 
7.5 Principle 5 – Not kept for longer than is necessary 
 
The Trust will maintain a Corporate and Health Records Management Policy that 
will be available to employees, which will be embedded in processing 
arrangements to ensure that records are not kept beyond the stated minimum 
retention periods. 
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Processes will detail the secure destruction of records once they have exceeded 
the agreed records retention periods. Employees will be trained in compliance 
with the processes. 
 
7.6 Principle 6 - The Rights of the Data Subject 
 
The Trust will make provision for the rights of data subjects within the Act as 
follows: 
 
7.6.1   Access to personal data 
 
The IG Leads across the services will make provision for the processing of 
subject access requests on behalf of the Trust where the information is held in 
health records. These provisions will be detailed in the Access to Health Records 
Policy and Standard Operating Procedures which should be read in conjunction 
with this policy. 
 
The Human Resources Department will make available written procedures for 
employees, volunteers, temporary staff, students who require access to their 
personal information held by the Trust. 
 
Access by an employee of the Trust to their occupational health records will be 
made directly to that department with the documented consent of that individual. 
  
Requests for personal data recorded on CCTV will be considered as subject 
access requests. Each request will be subject to the provisions of the Act. 
Section 29 Data Protection access requests received from the police will be 
processed in the relevant service and must be assessed and approved by the 
Head of Information Governance before information is provided. 
 
Any section 29 application from the police for CCTV information in relation to a 
crime or possible criminal proceedings will be assessed on an individual basis. 
 
Freedom of Information requests for person identifiable information will be 
subject to the appropriate exemption within the Freedom of Information Act to 
comply with the Data Protection Act. 
 
7.6.2  Processing Likely to Cause Damage and Distress 

 
The Act provides that where the processing of personal data is causing or is 
likely to cause unwarranted and substantial damage or unwarranted and 
substantial distress to the data subject or another, the data subject will be 
entitled to request that processing to cease.  The Head of Information 
Governance will investigate the complaint within 21 days and provide a full 
written response to the request to cease processing. 
 
The Trust will ensure that, following guidance in the Act and, considering the 
advice of a health professional, it will respect the rights of the individual to cease 
such processing. 
 
 



 

 

Issue Date:  
February 2016 

Page 11 of 15 Document Name: Data Protection Policy 
 

Version No: 2.0 
  

 

 

Where a data subject feels that their information has been misused or 
inappropriately disclosed, the Trust will investigate the incident. Procedures and 
processes will be implemented or changed where appropriate following the 
recommendations of investigations. 
 
7.6.3  Direct Marketing 
 
The Trust will not use the information in its systems for direct marketing 
purposes without explicit consent. 
 

 

7.6.4  Automated Decision Making 
 
The Trust will ensure that any automated decision making processes will be 
reflected in its Data Protection Notification and will respect the rights of the data 
subject to have automated decisions reconsidered. 
 
7.6.5  Rectify Block or Erase 
  
Where a data subject has requested that information in their medical records be 
rectified, blocked or erased the provisions set out in the Access to Health 
Records Policy will be implemented. 
 
Where an application to rectify, block or erase person identifiable information 
other than that contained in a medical record is received the Trust will respect 
the individuals’ right to have inaccurate data amended. 
 
7.6.6  Compensation 
 
The Trust recognises that an individual who has suffered damage as a result of 
contravention of any provision in the Act may be entitled to compensation and 
that compensation for distress may be claimed in all cases where the individual 
has suffered damage. 
 
Complaints of damage and distress following the processing of person 
identifiable information will be investigated following the Trust Compliments, 
Comments, Concerns & Complaints Handling of Policy. 
  
7.6.7  Request an Assessment by Information Commissioner 
 
The Trust will ensure that where an applicant is unhappy with the way that their 
personal data has been processed they will be informed of the right to request 
an assessment from the Information Commissioner.  This right may be exercised 
once the internal complaints procedure has been exhausted. 

 
7.7      Principle 7 – Technological and Organisational Security 
 
Identifiable information held in manual or electronic format will be kept secure at 
all times the Trust will ensure there are adequate policies and procedures in 
place to protect against unauthorised processing of information and against 
accidental loss, destruction and damage to this information. 
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NHS and Information Security Standards will be applied to electronic systems, 
equipment and mobile technology and to the physical security of Trust buildings, 
this is the responsibility of the Assistant Director of IT. Training will be provided 
to staff on induction to the organisation. 
 
The Trust will conform to the Information Commissioners Code of Practice in 
relation to the processing of personal data captured by CCTV cameras operating 
inside or outside of the organisations buildings. 
 

7.8     Principle 8 – Not transferred outside of the European Economic 
Area (EEA) 

 
The Trust will ensure that any transfers of service user information outside of the 
European Economic Area will be declared to the Information Commissioner in 
the Data Protection Notification. 
 

Contracts with third party processors will be assessed and audited for any such 
transfers. Where there is a necessity for such transfers the Head of Information 
Governance must be informed as soon as possible prior to the transfers taking 
place. Such transfers will only be considered if they meet the requirements 
stipulated in the Act. 
 

8 Information Sharing 
 

 

Information sharing agreements will make consideration for data protection, 
other statutory gateways and appropriate legislation in relation to the processing 
of personal data. 
 
The Trust will respect the individual’s right to object to the sharing of personal 
Information. 

 

9 Third Party Contracts 
 

Where there is a necessity for the Trust to utilise a third party processor 
appropriate data protection and confidentiality clauses will be required within the 
contract. 

 
The trust may audit contractors or external agencies that process personal 
information on behalf of the Trust for compliance with IG contract requirements if 
necessary. 

 

 

10 Contracts of Employment 
 

Staff employment contracts will include data protection and confidentiality 
clauses. Agency, contract staff and students will be required to sign 
confidentiality agreements. 
 
Volunteers are subject to the legal provisions of the Data Protection Act and will 
be required to sign a confidentiality clause before any active participation in the 
Trust business. 
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11 Enforcement 
 

The Trust recognises that failure to comply with the provisions of the Act may 
result in enforcement action being taken by the Information Commissioner’s 
Office. The Trust recognises that it is a criminal offence to fail to respond 
appropriately. 

 
12 Consultation  

Key individuals/groups involved in the development of the document to ensure it 
is fit for purpose once approved. 

Name  Designation  

Information Governance Sub Group Information Governance Group 

Gill Swash Head of Knowledge and Library Services 

 

13 Dissemination and Implementation 
 

13.1 Dissemination 
 

Fair processing leaflets will be available to the public at strategic organisational 
points. 
 
This Policy will be made available to staff through the Trust Intranet site and will 
be included in training sessions. New employees will be made aware of this policy 
through the Induction process. 

 
13.2 Implementation  

 

The Trust will ensure that appropriate Standard Operating Procedures are in 
place that detail how this policy will be implemented. 
 
The Trust will ensure that training in data protection, confidentiality and 
information security is made available to staff and is updated and reviewed. 

 
Training will be provided to new employees in data protection, confidentiality and 
information security as part of the Trust Induction process and as part of the 
elearning Mandatory training. Internal training courses will contain modules on 
data protection, confidentiality and information security to an appropriate level. 
Where there is an identified need to provide more intensive training it will be made 
available. 
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14 Process for Monitoring Compliance and Effectiveness 
 
Processes will be implemented, where necessary, that will detail the steps to be 
taken to comply with the relevant sections of this policy. Data protection audits will 
be carried out when and where necessary and reports will be presented to the 
Information Governance Subgroup to monitor compliance. Action plans will be 
devised to deal with any identified issues. 
 
Compliance with this policy will be monitored during the investigation of 
complaints or identified incidents or risks. 
 

Internal audit will be carried out in relation to data protection through the annual 
Information Governance Toolkit. External audit will be carried out as required or 
deemed appropriate. 
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